Unmanned Aerial Vehicles used by military are generally designed with very high reliability and have multiple redundancy of software and hardware equipment because they are intended to operate in hostile environment. But, relatively low cost UAVs used commercially are not equipped with such systems. Usually, micro UAVs weight less than 2kg are equipped with on-board miniature sensor and operate without any hardware redundancy and thus could reduce their reliability. Some of these commercial UAVs that operate in populated areas will cause damage and fatality if faulty system occurred. Hence there is a need for on-board fault detection and isolation system without degradating the UAV flyability and its cost. Analytical redundancy or model reference method of fault detection algorithms could be implemented as most UAVs are microcontroller controlled. Together, with the availability of miniature sensors could provide an ideal platform for implementing fault detection. In this paper, the development of fault detection through residual generation algorithm is implemented with data fusion from miniature sensors. Some of these sensors are already installed within the autopilot system which reduce the amount of additional sensors needed. Identification of fault in the elevator is simulated experimentally and fault detection rate is monitored. From the implemented algorithm, the data fusion from additional sensors shows improvement in fault detection rate.
INTRODUCTION
Small unmanned aircrafts are being used nearer to high population areas. Therefore, they introduce an increasing threat to safety and thus higher performance is demanded from the UAVs [1] . This is because faulty UAVs can lead to catastrophic results especially in high density population.
Fault in general can be defined as an unexpected deviation of at least one characteristic property or parameter of the system from the acceptable, usual or standard condition [2] . Three categories of fault frequently encountered in UAVs are:-1.
Actuators faults, which can be viewed as any malfunction of the equipment that provides physical movement of the system 2.
System dynamics faults (or component faults), which occur when some changes in the system make the dynamic relation invalid, e.g. aerodynamic changes due to cracked/damage fuselage 3.
Sensors faults, which can be viewed as serious measurements variations for the control process. Fault detection procedures can be divided into knowledge, signal processing or model-based approaches. At present time, one of the most widely used techniques in fault detection is the model based approach [3] . This technique makes use of the knowledge available about the model of the system, which is usually developed based on some fundamental understanding of the physics of the process. There are basically two model based categories of fault detection methods that use this information. The first one is the quantitative, in which this information is expressed in terms of mathematical functional relationships between the inputs and outputs of the system.
The second model based category is the qualitative. In this approach, relationships are expressed in terms of qualitative functions between different parts of the system. This technique usually makes use of the knowledge from experts of the system in both the fault free case and the faulty case. In this way, qualitative models are used to estimate the system's behavior under the normal and faulty operating conditions [4] .
The model based technique is shown in Figure 1 . The first task for using this technique is to generate indicators of variations between the actual and expected behavior of the system. Such indicators are called residuals. The residuals should be close to zero when no fault occurs but show increasing values when the system deviates from the normal behavior.
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In order to generate the residuals, some form of redundancy should be used. There are two types of redundancies; hardware redundancy and analytical redundancy. The traditional approach of fault detection is based on hardware or physical redundancy method which use multiple sensors, actuators, components to measure and control a particular variable.
In analytical redundancy scheme, the resulting differences generated from the comparison of different variables is called a residual or symptom signal. The residual should be zero when the system is in normal operating condition and should be different from zero in case of fault occurrence. This property of the residual is used to determine whether or not faults have occurred [5] .
Major problems encountered with hardware redundancy are the extra components and its associated maintenance cost, as well as the additional space required to accommodate the components. These aspects are of major concern in the case of a UAV, where space and cost must be optimized, thus minimum hardware redundancy will be used in this work. On the other hand, analytical redundancy relies on knowledge about the system and does not increase the weight of the UAV.
Normally, the decision making phase of the fault detection is based on checking if the residual has exceeded a threshold.
A classical decision making method in fault detection is to check threshold crossing by the residual signal. A typical problem here is to determine appropriate threshold values in order to simultaneously maximize fault detection ratio and to minimize detection delay and false alarms rate [6] . The residual evaluation is a decision-making process which always comes down to threshold logic of a decision function [7] . Due to measurement noise, modelling uncertainties, robust residual evaluation is the only way to keep the false alarm rate small with an acceptable sensitivity to faults. Residual evaluation can be accomplished in many ways, for example by statistical data processing, data reconciliation, correlation, pattern recognition, fuzzy logic or adaptive thresholds [6] .
Residual Generator
Residual is a value that represents the difference between the actual plant variable and the mathematical model. They are computed from the plant observables and are ideally zero. The plant observable include the measurement values for the measured plant variables and the command values for the control input. Higher residual value indicate that the output of the system has differs away from the system model. Figure 2 shows the residual generator method. The residual becomes non-zero if the actual system differs from the ideal one. This might be due to faults, disturbance, noise or modelling errors [8] .
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Figure 2. Residual Generation Through Observables
A residual generator takes measurement from the system under diagnosis as input, and produces a residual as output. For instance, a residual can be obtained as the comparison between a value estimated by a model and the corresponding measured quantity. The residual generator consists, in this case, of the model used for the estimation and the equation describing the comparison, referred to as the residual equation.
METHODOLOGY
Residual generation is accomplished by comparing demand from the system and the response of the UAV. Several methods have been considered such as positional feedback from the servo actuator where the feedback sensors act as an observable in detecting fault. Additional altitude sensor were added to the system for better estimation and producing higher accuracy of detecting faulty actuator. Most of the mentioned sensors are already installed within an autopilot system which reduces additional sensors needed. A 2.6m wingspan UAV was used as a test platform for the fault detection system as shown in Figure 3 . Data fusion method is employed where data from positional, flex and altitude sensor are used to determine the condition of the actuator. Table below shows additional sensors added to the system.
Positional sensor
A modified servo actuator with angular position sensor such as in Figure 4 is installed to detect the output shaft position of the servo actuator. By knowing the shaft position, the deflection angle of the elevator can be estimated since the servo output is connected through mechanical linkages to the elevator.
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International Journal of Micro Air Vehicles Standard remote control servo has a built in closed loop position sensor which uses the feedback signal to adjust the speed and direction of the motor to achieve the command signal. In the case of a remote control servo motor, the feedback is in the form of a potentiometer connected to the output shaft of the motor.
Servo actuators of the UAV are internally controlled inside the servo. It is a closed loop within the servo actuator, but an open loop with respect to the microcontroller within the autopilot system. In another word, the servo receives command from the autopilot and tries to position it accordingly, but the autopilot itself has no way to confirm if or when this actually happens. An autopilot system with added Artificial Horizon and Reference System, AHRS, enables the servo actuator function as closed loop system with feedback from the UAV attitude measurement. Within the autopilot system itself, there is no measurement or transducer to detect whether the elevator has moved to the desired angle as shown in Figure 5 . The feedback servo allows the outer loop to become closed loop system by providing feedback signal to the autopilot controller as shown in Figure 6 . The position feedback allows the autopilot controller to sense the current shaft angular position of the servo.
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(1)
While a PPM signal is preferred value to monitor since it is the command signal from the autopilot system, the output of the servo-mechanism to control surface of the UAV is in terms of deflection angle of the elevator. With data collected from test signal to the output of the servo shaft is plotted and the result is shown in Figure 8 . From this data, a linear regression of equation (2) the for the PPM signal and its corresponding servo shaft angular position is established. The servo shaft is capable of rotating up to 180 0 degree. 
Maximum deflection angle for the elevator is between +-20 0 for the command signal from 1000 to 2000. This data was taken from hardware arrangement as shown in Figure 9 . Data from deflection angle of the elevator with its corresponding signal input is plotted and shown in Figure 10 . From the data, cubic regression was established as per equation 3.
(3) 
Flex sensor
Flex sensors are sensors made from resistive carbon elements that change in resistance depending on the amount of bend radius on the sensor. They convert the change in bend to electrical resistance, the smaller the radius, the higher the resistance value. The flex sensors have been installed to the elevator angle detection system to detect the movement of the elevator surface. The close-up picture of the flex sensor installation onto the elevator control surface is shown in Figure 11 . Since the flex sensor used is sensitive to bending force in one direction, two unit of the flex sensors are mounted back to back. The flex sensor is chosen due to its lightweight, thin and low profile and extraordinarily durable with lifecycle of more than 35 million cycles. The response of the Flex sensor with applied input signal from autopilot is indicated in Figure 12 . Sensor B is sensitive at PPM value bigger than 1500 while Sensor B is sensitive at PPM values less than 1500. Elevator angle movement was between +-20 0 . Equation 4, 5 and 6 were established from data collected as shown in Figure 12 . 
Altitude Sensor
As the fault detection is detecting elevator fault which controls the altitude of the UAV, fusion data from barometric pressure sensor with positional sensor is selected. Barometric pressure sensor is commonly used to control the altitude of the UAV as the GPS data for altitude reference is not accurate. The accuracy of the barometric altitude estimation is within 10cm. While the GPS accuracy can be up to +/-10 meters [9] . Equation 7 shows the relationship between pressure and altitude where h is height in meter, P is the actual pressure at height h in hPa, P 0 is the reference pressure in hPa(1013.25hPa) and To is the standard temperature at 15 0 Celsius.
Flight tests were conducted to establish the relationship between the elevator deflection, signal input to the servo actuator and the climb rate of the UAV. Figure 13 shows the collected data from the flight test. Barometric pressure sensor used in this test is from Measurement Specialties, MS5611-01BA03, which is a high resolution pressure sensor employing 24bit ADC with altitude resolution of 10cm and using I 2 C and SPI Interface for communication with controller [10] . Graph in Figure 13 shows the climbing section of the flight before it cruises at 300m flight altitude. The UAV needs 5% elevator up to maintain its altitude. During the climbing phase, 20% up elevator(8 0 deflection angle) is commanded from the autopilot to get the UAV climbing at 2m/s.
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RESIDUAL GENERATION
As the performance of a fault detection is measured by its percentage of successful detections as well as its percentage of false alarms [3] , data fusion technique is implemented to improve the percentage of successful detection. Data fusion method is the process of integration of multiple data and knowledge representing the same real-world object into a consistent, accurate, and useful representation. While sensor fusion is the combining of sensory data or data derived from sensory data from disparate sources such that the resulting information is in some sense better than would be possible when these sources were used individually [11] .
The fusion data does not necessarily come from identical sensors, it can be from different types of sensors, but through data manipulation, we could measure similar properties. There are two types of data fusion which are direct and indirect fusion. Direct fusion is the fusion of sensor data from a set of heterogeneous or homogeneous sensors, soft sensors, and history values of sensor data, while indirect fusion uses information sources like a previous knowledge about the environment and human input [12] .This paper focuses on the fusion of barometric altitude sensor with elevator angle sensor as these data could determine the condition of the UAV's elevator health.
Residual generator based on Positional data
Data from both position sensor and flex sensor were monitored to detect the movement of the control surface. Figure 14 shows the algorithm to generate residual from both position sensor and flex sensor. Ground simulations were conducted to collect sample data and threshold for the data fusion is established. Limit checking with constant thresholds was used where maximum value Y max and a minimal value Y min . A normal state is when
A big advantage of limit checking is its simplicity and reliability, however they are only able to react after the threshold has been crossed [13] .
Residual generator based on Positional and altitude fusion
In this paper, fusion between positional sensors with measurement of altitude to estimate the fault detection system is implemented. The residual generator algorithm took the positional data and compared it to the altitude measurement. The movement of the control surface deflection should result in similar responses for the UAV altitude. Figure 15 shows the block diagram for the data fusion process.
Ground simulations for altitude data were conducted by injecting altitude data into the fault detection system.
RESULTS
Both residual generators with and without data fusion from altitude measurement are presented in this chapter. Trend checking for the position and flex data to correlate is established and presented in the next section. Figure 16 shows the result using limit checking method in detecting fault. At sample point 65, fault is injected to the servo actuator by stalling the servo output shaft mechanically. Graph on top shows actual command signal sent to servo and corresponding mathematical model. Error (residuals) between the actual value and the mathematical model is depicted in the middle graph. The bottom graph shows the decision making result by introducing Y min = 0 and Y max =60 in Equation 8 . The residual generator has some intermittent small output during non-fault condition. When fault is injected at time 65, the residual generator signal increases significantly. The time scale used in the graph is 0.5 second per sample point.
Residual Generator from Positional Sensor
The resulting limit checking algorithm shows the error value increases from 0 to 1 which indicates fault has occurred. Still, further refinement of the method needs to be acquired as the error values or residual does not correspond to zero if no fault had occurred.
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International Journal of Micro Air Vehicles Figure 17 shows the result from the deployment of the algorithm into microcontroller to detect elevator fault by using flex sensors. Initially, the elevator control surface was moving normally. Approximately at time 65, fault was introduced by locking the movement of the control surface. As the Flex sensors were mounted back to back, the fault data shows two different levels. As the algorithm deployed compares the actual data and mathematical model of the flex sensors, error between these two is shown in the middle graph. As can be seen from the middle graph, the residual value is not zero even though there are no fault presents. This non-zero value is due to system model tolerance. Threshold value for the residual generator was set by introducing Y min = 0 and Y max =50 , thus the corresponding decision making can be seen in the bottom graph.
Residual generator from Flex sensor
Zulhilmy Sahwee, Nazaruddin Abd. Rahman and Khairul Salleh Mohamed Sahari 143 Volume 7 · Number 2 · 2015 Figure 18 shows the result from the deployment of the algorithm detecting fault by using both position sensor and flex sensors into microcontroller. Initially, the system was functioning normally, but approximately after time at 65, fault was introduced by stalling the elevator control surface. Threshold value for the residual generator was again set to 50, the corresponding decision making can be seen in the bottom graph. 
Residual generator from Data fusion
Based on the algorithm in Figure 15 , threshold for the residual using Y min = 0 and Y max =20 are used in order to check the effectiveness of the fusion residual generator. By lowering the Y max , the algorithm can be checked its robustness in dealing with false alarm. Figure 19 With the implementation of the fusion data of the flex sensor, position sensor and barometric sensor, false alarms have been reduced and the fault detection accuracy increased. With the promising results from the data fusion technique, fault isolation and identification could be implemented in future work. Once fault has been detected, faulty components or systems will be identified and their severity will be evaluated. Then the faulty system will be isolated to avoid further damage to the UAV.
CONCLUSIONS
In this paper, we develop a method to detect faulty elevator actuator of an Unmanned Aerial Vehicle. We introduced a system which could generate residual which corresponds to deviation of the system parameter from healthy state. We placed emphasis in data fusion technique which helps in reducing false alarm compered to using only single sensor. Validation of the flex sensor and positional sensor is performed to establish a healthy state of the actuator. Barometric pressure sensor is also used as additional data fusion source. The primary contribution of this research is the reduction in false alarm using the proposed method compared to non-fused data. Next, we conducted ground test of the system by introducing fault to the system. Then the report obtained from limit checking is monitored. The applied method shows promising result and is able to provide improvement of the false alarm detection which can be used to increase the reliability of commercial UAVs. Still, further research needs to be conducted to increase the accuracy of the system model. Since the current works include additional sensors to the UAV, these sensors also need to be evaluated in terms of their accuracy and reliability. An additional feature to send fault data to ground station is also planned to be implemented in future.
